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Officials note an uptick
in Internet ‘sextortion’

High-profile cases
a warning to teens

By Charies Wilson
ASSOCIATED PRESS

INDIANAPOLIS — The
nightmare began with a parly:
three teenage girls with a web-
cam, visiting an Internet chat
room and yielding to requests to
tlash their breasts.

A week laler, one of the girls, a
17-year-old [rom Indiana, staried
gelling lhrealening e-mails. A
stranger said he had captured her
image on the webcam and would
post the pictures to her MySpace
friends unless she posed formaore
explicil pictures and videos [or
him. On at leasl two occasions,
the teen did whal her blackmailer
demanded. Finally, police and fed-
eral authorities became involved
and indicted a 19year-old Mary-
land man in June on charges of
sexudl exploitation.

Prosecutors and child salety
advocales say lhey're seeing an
upswing in such cases of online

sexudl extortion. They say leens
who text nude cell phone photos
of themselves or show off their
bodies on the Internet are be-
ing contacted by pornographers
who threaten to expose their be-
havior to friends and family un-
less (hey pose [or more explicil
porn, crealing a vicious cycle of
exploitation.

One federal affidavit includes
a special term for the crime:
“sextortion.”

No one currently tracks the
numbers ol cases involving on-
line sexual extoriion in state and
federal courts, but prosecutors
and others point toward several
recent high-profile examples vic-
timizing teens in a dozen states:

e [n Alabama, Jonathan Vance,
24, ol Auburn was senlenced 1o
18 years in prison in April afier he
admitted sending threatening e-
mails on Facebook and MySpace
extorting nude photos frommore
than 50 youngwomen in Alabama,
Pennsylvania and Missouri.

e In Wisconsin, Anthony Stan-
cl, 18, received 15 years in prison
inFebruaryafter prosecutors said

Online child safety advocate Parry Aftab sits in Wyckoff, N.J.,

near a photo of Ohio teen Jesse Logan, who committed suicide
after a nude image she sent to a boyfriend was made public. AP

he posed as a girl on Facebook 1o
{rick male high school classmales
info sending him nude cell phone
photos, which he then used to ex-
tort them for sex.

¢ A 3lyear-old California man
was arrested in June on extortion
charges aller authorilies said he
hacked inlo more than 200 com-
puters and threatened to expose
nude photos he found unless their
owners posed for more sexually
explicit videos. Forty-four wvic-
{ims were juveniles, olficials said.
Federal proseculors said he was
able o remotely aclivate some
victims' webcams without their

knowledge and record them un-
dressing or having sex.

The cases have prompted law
enforcement officials and ad-
vocates to caution teens about
their activities. Privacy is nonex-
islent on the Inlernel, and once
indiscretions appear online, they
are virtually impossible 1o lake
back. A nude photo sent to a
hoytriend’s cell phone can easily
be circulated through cell phone
contactsand wind up onwebsites
that post sexting photos. Once
there, il’s available for anyone
who wants lo (race it back o the
person who made it.



